ineram: 9WS

Ingram Micro

Kick-starting AWS accounts with AWS best practices and
CIS hardening in 5 Minutes

Ingram Micro

+49 (89) 4208 3484
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Real-world

shared by
our

I  — |

Confidence & security know-how

Security in-depth exceeds our AWS expertise level

Security guidance

What AWS best practices do you advise?

Ownership & diversification

Multi-Account Landing Zone slow us down — we just
want simple but secure AWS accounts to start quickly.
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Problem areas

B Split
X Limited staff responsibilities
& time
= &, Conceptual
7~ Manual setup & interface gaps
- drifts
— O Reseller-to-
— # Cloud-skill gap customer hand-off
AWS Partner expertise # customer cloud maturity!
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What if?

MICRO,
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efficient setup based on proven best practices.

° — @N 'f
G S g

’ kickstarts new AWS accounts with secure,

Highly secured AWS account — < $50 monthly cost (MRR).
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Start secure
from day 1.
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Everyone gets a secure AWS account!

Requirements
Compliance (s

Covernance —  AWS best-
(,r)r_jcept ‘ D - 0 practices
Expertise gaps .

Time /Aesources C!S hardened
Highly secure

Spl:\tl;su‘ﬁgzzlfles o'i *  Production-ready
r 7 N
Documentation 00 ¢ ;?gﬁ(lljs;%?er
Tests IMIF
AWS reseller value-add AWS (SMB) customer
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New AWS account... ...with IMIF

Security Hub » Summary
1 Security standards i+fo

Su m mar nif Track your cloud security posture with a summary security score and standard security scores. This widget always
y Info shows complete, unfiltered data.

| Choose a filter set v ‘ | Q, Filter data Security score

‘ Workflow status = NEW ‘ x ‘ ‘ Workflow status = NOTIFIED ‘ X ‘ ‘ Record state = ACTIVE ‘ x ‘ ‘ Cle 890/0

231 of 259 controls passed

i Security standards info

Track your cloud security posture with a summary security score and standard security scores. This widget always

shows complate, unfiltened data. Security Hub > Security standards > AWS Foundational Security Best Practices v1.0.0

Secunty seore AWS Foundational Security Best Practices v1.0.0
33% Overview

12 of 36 controls passed

B ENLET Passed Failed Score A Secu ntyscnre 16 of 272 checks failed Chart legend

€15 AWS Foundations Benchmark v1.2.0 s 13 19% 95% B
—

AWS Foundational Security Best Practices v1.0.0 10 15 40% 227 of 238 controls passed 6% failed

Manually enabled New AWS account kickstarted with
AWS Security Hub & AWS Contfig (1-click setup) Ingram Micro InstantFramework for AWS
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U AWS Cloud

E AWS Account | IAM roles

- (Service-linked Roles) ((\'\)
IAM Policies &
(Least Privilege)

. 1AM IAM AWS CDK AWS KMS AWS CloudTralil
+ Account Baseline Password Policy Bootstrapping Mhlti—Hegic:-n CMK  Multi-Region Trail

I M I F AWS 1AM Amazun Ama_zun Amazon Amazon VPC 53 Bucket 23 Bucket
Access GuardDuty Macie Inspector CloudTrail  VPC Flow Logs

ArChiteCtu re Analyzer I

Default VPC (Deleted)
All AWS-native INIF-YPG ‘

Availability Zone Availability Zone

. Private subnet

AWS Security Hub e
Enabled standards:

AWS Foundational Security Best Practices (FSBP)
CIS AWS Foundations Benchrmark

Public subnet
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... where IMIF is build around

o

Security
monitoring &
detection

Enabling and optimal config
of Amazon GuardDuty,
AWS Security Hub &

AWS CloudTrall

o o 0

Data Compliance & Vulnerability

protection governance management
Using of KMS encryption, Enabling of AWS Config, Enabling and optimal
and enabling and optimal setup of optimal least- configuration of Amazon
config of Amazon Macie privilege 1AM policies Inspector

. Aligned with AWS Well-Architected Framework and AWS Cloud Adoption Framework.

10
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... Which are enabled by IMIF

AWS Foundational Secu ritlx CIS AWS Foundations

Best Practices v1.0.0 (FSBP) Benchmark v3.0.0

« A setof AWS Security Hub controls to detect » Developed by the
deviations from : to guide secure AWS configurations.

« Continuously evaluates accounts and resources, * Provides best practices to protect cloud
providing actionable guidance. services, operating systems, and networks.

» Covers multiple AWS services, with controls * Helps protect systems across cloud services,
categorized by security function. OS, and networks.
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Increased Security

Reduced effort/time Valued-add for your customers

Key
takeaways

Quickly deliver secure AWS
accounts — giving customers

Low costs the freedom to build on a

I
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Reach out to discover how IMIF can supercharge your AWS business:
AWSdeutschland@ingrammicro.com | +49 (89) 4208 3484

Thanks

Ingram Micro
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